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BIMdance SNMP SmartConnector
SNMP Manager
BIMdance SNMP SmartConnector is middleware that can be plugged into the Schneider Electric 
SmartConnector Framework as an extension. BIMdance SNMP SmartConnector allows communication 
between SNMP agents and EWS servers corresponding to user-provided configuration. The EWS 
server generates EBO alarms when TRAP messages are received. This extension supports the following 
versions of the SNMP protocol: v1, v2, and v3.

SNMP Manager Configurator
The BIMdance SNMP SmartConnector includes the SNMP Manager Configurator module, which 
allows the creation of some configuration of SNMP Manager to receive required OIDs and TRAP 
messages. The main functionalities of the SNMP Manager Configurator are:

● Discovering SNMP agents in the LAN or manually adding them to the created configuration;
● SNMP v3 security settings provided;
● Allowing SNMP v3 engine configuration;
● Allow users to choose required MIB entities for sending it to the EWS server (objects, tables, TRAPS, 

etc.)
● Vendors MIBs parsing;
● SNMP communication logging;

● Allow users configure EBO alarms generated on trap receiving

What’s new
● Enhanced EBO Alarm Configuration: More robust configuration options for creating custom 

EBO alarms triggered by SNMP traps. This includes improved handling of various data types in 
alarm messages and the ability to specify multiple values or ranges for variables triggering 
alarms.

● Improved MIB Handling: Enhanced support for parsing and handling vendor-specific MIB files, 
improving compatibility with a wider range of SNMP devices. Improved error handling during 
MIB loading and parsing.

● The ability to manually specify the OIDs and IIDs of objects that are not included in the MIB 
file.
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● Simplified Alarm Message Formatting: Improved the formatting of alarm messages sent to the 
EBO, making them more concise and informative. More flexible handling of ifIndex in alarm 
messages.

● Support for configuring SNMP trap varbind masks has been added to filter unwanted variables 
and improve trap processing and filtering.
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The main window of SNMP Manager Configurator
The main window of the SNMP Manager Configurator shows the list of discovered or added SNMP 
agents in the current configuration. Also, it shows the statuses of SNMP agents and communication 
logs.

Fig. 1. Main window of SNMP Manager Configurator
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SNMP communication logging
SNMP Manager Configurator allows troubleshooting of SNMP communication issues using an 
integrated logger with a detailed problem description and notable indication.

Fig. 2. Response details in logger.
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SNMP agent configuration
SNMP Manager Configurator lets you choose required objects from vendor or standard MIB files. 
Values from selected objects will be sent to the EWS server. Users can load vendor MIB files.

Fig. 3. SNMP device configuration.
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EBO alarms configuration
SNMP Manager Configurator lets you configure EBO alarms generated on trap receiving.

Fig. 4. EBO alarm configuration.
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SNMP responses
After choosing the required MIB objects, users can send requests to the agent and view responses.

Fig. 5. SNMP responses.
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EBO Workstation SNMP data presentation
EBO workstation can receive SNMP data from agents through BIMdance SNMP SmartConnector.

Fig. 6. EcoStruxure Building Operation SNMP data receiving.
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Software requirements
BIMdance SNMP SmartConnector tested on the following operating systems:

● Windows 7
● Windows 8.1 x64
● Windows 10 x64
● Windows 11 x64
● Windows Server 2008 x64
● Windows Server 2012 x64
● Windows Server 2016 x64
● Windows Server 2019 x64
● Windows Server 2022 x64

This software requires .NET framework 4.8, SmartConnector v2.5.4 or later, and EcoStruxure Building 
Operation v5.0 or later.

Ordering
Product Name:  BIMdance SNMP SmartConnector

Art Number: bimdance-snmp-001

Contacts
Mail: support@bimdance.io 
Discord support server: https://discord.gg/4hcsGGBBNF
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