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Overview
BIMdance SNMP SmartConnector is middleware that can be plugged into the Schneider Electric 
SmartConnector Framework as an extension. BIMdance SNMP SmartConnector allows communication 
between the SNMP agent and EWS server according to user-provided configuration. EWS servers 
generate EBO alarms when TRAP messages are received. This extension supports the following 
versions of the SNMP protocol: v1, v2, and v3.

BIMdance SNMP SmartConnector includes the SNMP Manager Configurator module, which allows the 
creation of SNMP Manager configurations to receive required OIDs and TRAP messages. The main 
functionality of the SNMP Manager Configurator includes:

● SNMP Agent Discovery: Discover SNMP agents on the LAN or manually add them to the 
configuration.

● SNMPv3 Security: Configure SNMPv3 security settings.

● SNMPv3 Engine Configuration: Configure the SNMPv3 engine.

● MIB Entity Selection: Select the required MIB entities (objects, tables, traps, etc.) to send to the 
EWS server.

● Vendor MIB Parsing: Parse vendor MIBs.

● EBO Alarm Configuration: The creation and configuration of EBO alarms are based on received 
traps and their associated varbinds.
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What’s new
● Enhanced EBO Alarm Configuration: More robust configuration options for creating custom 

EBO alarms triggered by SNMP traps. This includes improved handling of various data types in 
alarm messages and the ability to specify multiple values or ranges for variables triggering 
alarms.

● Improved MIB Handling: Enhanced support for parsing and handling vendor-specific MIB files, 
improving compatibility with a wider range of SNMP devices. Improved error handling during 
MIB loading and parsing.

● The ability to manually specify the OIDs and IIDs of objects that are not included in the MIB 
file.

● Simplified Alarm Message Formatting: Improved the formatting of alarm messages sent to the 
EBO, making them more concise and informative. More flexible handling of ifIndex in alarm 
messages.

● Support for configuring SNMP trap varbind masks has been added to filter unwanted variables 
and improve trap processing and filtering.

BIMdance SNMP SmartConnector • 3 www.bimdance.io



Installation
The BIMdance SNMP SmartConnector requires the .NET framework version 4.8.  
The required SmartConnector framework version is provided in additional 
setup information. 

BIMdance SNMP SmartConnector Installation
1. Run the setup.exe installer executable and confirm that you must run as an Administrator. You 

will be presented with a dialog in Fig. 1. 

 
Figure 1. Installer welcome dialog.

2. Click to Install.
3. If .Net Framework version 4.8 is not installed, its installation will start (Fig. 2). Follow the 

installation instructions.

Figure 2. .NET Framework 4.8 Installer.
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4. Please read the end user license agreement (Fig. 3) and select the “I accept the terms in the 
License Agreement” option. Then press the Install button.

Figure 3. EULA.

5. If, during the installation process, the error message SmartConnector not found was displayed (Fig. 
4), it means that a correctly installed SmartConnector was not detected on the computer. Please 
check that SmartConnector is installed correctly and then try the installation again.

Figure 4. Installation error.
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6. After installation, click Finish (Fig. 5).

Figure 5. Installation completed successfully.

7. Finish the installation by clicking the Close button in the installation complete dialog (Fig. 6).

Figure 6. Installation complete dialog.
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SmartConnector.SnmpConfigurator operating
Main Window
After installation, you can run BIMdance SNMP SmartConnector from the Windows Start Menu - 
folder BIMdance, then click the BIMdance SNMP SmartConnector shortcut (Fig. 7).

Figure 7—shortcut for SNMP configurator.

The SNMP Configurator application aims to create configuration files containing a list of required 
OIDs, IIDs, and Traps definitions. 

An OID is a unique identifier used to name objects in the MIB (Management Information Base). It 
defines the structure and hierarchy of managed objects. OIDs are represented as a series of numbers 
separated by dots (e.g., 1.3.6.1.2.1.1), where each number represents a node in a tree structure. Specifies 
what is being managed or queried (e.g., system uptime, interface status). OID defines the type or class 
of object (what attribute is being managed).

An IID specifies an instance of an object within the MIB. It is used to differentiate between multiple 
instances of the same object type, often in the case of tables. An IID is an extension added to an OID to 
identify a specific instance. Determines the particular instance of the object being managed or queried. 
IID specifies the instance or occurrence of that object (which specific instance is being managed).

In essence, the OID + IID combination uniquely identifies a single instance of a managed object in the 
SNMP system.

An SNMP trap is a type of asynchronous notification message sent by an SNMP agent to an SNMP 
manager. Traps are used to alert the manager about specific events or changes in the managed device's 
status without requiring the manager to poll the agent continuously. Traps notify the SNMP manager 
of significant events, such as system failures, configuration changes, or performance thresholds being 
exceeded. They allow for real-time monitoring and quicker responses to critical events.

The SNMP agent (installed on a managed device) monitors the device's status. When a predefined 
condition or threshold is met (e.g., high CPU usage, device reboot), the agent sends a trap message to 
the SNMP manager. The SNMP manager processes the trap and can take appropriate action, such as 
logging the event or triggering an alert.
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A trap message typically includes:

● The OID (Object Identifier) identifies the type of event.
● A timestamp indicating when the event occurred.
● Additional information or variable bindings providing context about the event.

Values of these items will be forwarded to the EWS server by the SmartConnector framework. One 
configuration file is created for one SNMP manager.

Figure 8. SnmpConfigurator main window.

Main Menu. On the top of the window (Fig. 8), you can configure the SNMP v3 Authoritative engine 

,  Trap users set , and specify the SNMP manager local endpoint .

SNMP v3 Settings. SNMP v3 Authoritative engine configuration allows the setting manager Engine ID 
and specifies users to authenticate and decrypt received SNMP version 3 packets (Fig. 9).
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Figure 9. SNMP v3 Authoritative engine configuration.

You can add users by clicking the context menu on the user's table.

Trap Users. To receive and decode SNMPv3 traps, you have to configure the trap users list (Fig. 10). To 
decode SNMPv3 traps from any agent for a specified user, leave the User Engine ID field blank. For 
enhanced security, if you want to decode SNMPv3 traps for a specified user from a specific agent, enter 
the agent's Engine ID in the User Engine ID field.  If the configurator has already received a trap from 
an SNMP agent, the agent's Engine ID will be available in the dropdown list.

Figure 10. Trap Users.
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Ethernet Settings. SNMP manager local IP endpoint allows the specification required network interface 
and port, which listens on the trap and informs messages (Fig. 11).

Figure 11. Local IP Endpoint.

Logging. The communication log allows the user to obtain full information about SNMP 
communication between the manager and agents (Fig. 8.8). Request and response messages are shown 
in the log monitor. When communication fails, or a response contains errors, a user can inspect this 
information through a detailed message window (Fig. 12).

Figure 12. Logging.

The button to enable the notification monitor starts the notification catcher (Fig. 8.2). All received traps 
and informed messages are displayed on the log monitor.

Buttons on Fig. 8.3 allow to create new, save current, or open saved configurations.
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Agents. The list of configured Agents for communication is presented in Fig. 8.4 and Fig. 13. After 
clicking on the Agent item, the configurator shows basic SNMP information on the form's right side: 
sysDescr, sysObjectId, sysContact, sysName, sysLocation, and loaded MIB files. It allows checking that 
the device communicates appropriately. The error message appears in the sysDescr field if the device is 
offline.

Figure 13. Agents.

Manage the list of Agents.
You can add or discover SNMP devices manually. For manual adding, press the “+” button (Fig. 8.7).

Figure 14. Adding SNMP devices.

On the displayed dialog (Fig. 14), setting the IP address, TCP port, device name, Community, and 
version is required for v1 and v2. For version 3, additional security settings are possible.

Each item in the Agents list can be removed or edited with appropriate buttons (Fig. 8.7).
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The Device discovery dialog can be called by button Fig. 8.6. When the dialog appears, the discovery 
procedure is initialized. After about 60 seconds, the result of the discovery is listed in the Discovered 
Agents list. By checking wanted items, you can add agents to the current configuration. Confirm 
adding by + button.

Figure 15. Discovering.

SNMP Agent Configuration
After creating the required Agent list, you must configure each device. It means you must specify the 
necessary OIDs, tables IIDs, and traps to process. Access to the device configuration tool is possible 
through the device context menu in the Agents list.

Figure 16. Agent context menu.
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Buttons on Fig. 16.1 are the same as in Fig. 8.7. For configuring the device, press Configure Device… 
(Fig. 16.2). After that, an agent configuration dialog will appear (Fig. 17).

Figure 17. Snmp Entity Configuration.

Consider the configuration of the example device Dlink DGS-1210-28P (IP:192.168.56.1). First, we need 
to add additional MIB files that contain the necessary definitions for this device:

● Go to the menu File -> Load MIB…. In the Open dialog, specify the required MIB files and their 
dependencies (section IMPORTS of the file (Fig. 18)).
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Figure 18. MIB Dependencies.

Figure 19. Open dialog.

● Press the OPEN button. After parsing MIB files in the MIB Definition Tree, new objects 
corresponding to the Dlink switch will appear (Fig. 20).
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Figure 20. MIB Tree.

● In the next step, we have to specify the required objects for requests. Expand the required node 
of the MIB Tree and drag and drop objects to the Required OIDs table. If the required object has 
a Usage attribute equal to Table, you can choose the necessary IIDs using the object context 
menu (Fig. 21, 22).
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Figure 21. Table definition.

Figure 22. Choosing IIDs.

● If you don’t need any other objects for requests, press the V button on Snmp Entity 
Configuration Dialog (Fig. 16). If at least one object is added to the configuration of OIDs or 
IIDs, the buttons Query Device Values… and Query Device Tables… (Fig. 16.3, 4) are enabled.
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● If you need to add an OID or IID that doesn't exist in the current MIB file, you can add its OID 

manually by pressing the button  in Figure 23.

Figure 23. Adding OID manually.

● After entering OID and pressing the Check button (Fig.23), the application will try to connect to 
the device and read object values (Fig. 24). Checking requires that the device should be online 
and available.  
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Figure 24.Successful checking.

SNMP traps and EBO alarms
If you need to get traps into EBO, you should configure the transformation of trap messages to EBO 
alarms:

● Configure SNMP Trap v3 users. The Engine ID can be added manually or selected from the 
drop-down list or left blank if you want to receive traps from all devices.

Figure 25.Configuring trap users.
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Figure 26.Configuring trap users.

● Import the MIB file into the SNMP configurator and add the required trap OIDs

Figure 27. Trap adding.
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● By default, the SNMP extension transfers the trap message to the EBO Alarm as an Alarm 
message (Alarm text). Since a single trap is sent for all ports' linkUp (linkDown) events, a single 
alarm object (with a changing text) will be created in the EBO for linkUp (linkDown) events.

Figure 28. Trap alarm text.

● If you need another alarm text, it is possible to override it. This can be done via the context 
menu option 'Set custom notification message' Fig. 29.1.

Figure 29. Opening configuration window.

BIMdance SNMP SmartConnector • 20 www.bimdance.io



In the configuration window (Fig. 30), you can define alarm template text messages (Fig. 30.4). 
These templates can be constant or include values from other SNMP objects (Fig. 30.3). Indexes 
(or other varbind values) for generating individual alarms are set in Fig. 30.2. For each received 
trap, the SNMP extension generates an EBO alarm using the specified template (Fig. 30.4).

As an example, it is required that individual EBO alarms are generated for linkDown events on 
ports 1 through 18, with the affected port's name indicated in the alarm text.

Figure 30. Configure alarm message.

The example below uses the ifIndex varbind (Fig. 30.1) to request the port name from the 
ifName table (Fig. 30.3) by selecting a specific row. The ifOperStatus varbind's value is then 
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included in the alarm text. Figure 30.2 specifies the index range for which individual alarm 
objects should be created (maximum 256 per each trap).

You can find varbinds in the message details section of the SNMP Manager configurator (Fig. 31)

Figure 31. Configure alarm message.

Creating the required EBO alarm objects resulted in the display shown in Figure 32.
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Figure 32. EBO alarm objects.

The receipt of a trap will activate the alarm with the corresponding text, as shown in Figure 33.

Figure 33. EBO alarm messages.
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SNMP Agent requests
When the configuration is complete, you can check it by performing requests. In the SNMP Agent 
context menu, select Query Device Values… (Fig. 16.3). After that, a response form will appear (Fig. 34).

Figure 34. Responses.

The column Value has some IID values if the configuration is correct and the device is online. In case of 
failure, you can inspect the issue by log monitoring (Fig. 12).
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Also, you can get whole IID values of required SNMP tables by pressing Query Device Tables… (Fig. 
16.4). Response form on Fig. 35.

Figure 35. Table Response Form.

SNMP Set request is also available. Press the button Set value… in the device context menu (Fig. 16.5). 
The Set value dialog will appear. The configurator may write all values with ReadWrite credentials.
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Figure 36. Set values.

Saving Configuration File
When all required objects are specified, you can save the current configuration in the file. Select menu 
File > Save… or press the Save button (Fig. 8.3).
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BIMdance SNMP SmartConnector deployment and 
configuration
When the set of SNMP objects is determined and a configuration file with an objects list is created, we 
can deploy SnmpExtension to the SmartConnector framework.

SmartConnector portal. Initial Configuration
Type in the browser address string http://localhost:8082 for accessing the SmartConnector web portal.

BIMdance SNMP Extension installation aims to deploy libraries to the SmartConnector framework. 
Now, we are starting the configuration of the deployed extension:

1. In the portal main menu, select the item ConFigurations -> Processors. 
2. Click on the button Add New + (Fig 37.1)

Figure 37. Adding a new extension.

3. In the dialog page, Add processor configuration and pick a BIMdance SNMP SmartConnector 
assembly (Fig. 38.2), then click Next.
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Figure 38. Picking the assembly.

4. Assembly includes one public class – SnmpProcessor. It will create SNMP object placeholders in 
the EWS server for data placement and initiate data exchange between the SNMP manager and 
the EWS server. Please choose SnmpProcessor (Fig. 39.1) and click the Next button (Fig. 39.2). 

Figure 39. Choosing a class.

5. The last step of adding a class to the SmartConnector framework is setting the name and 
description. The name must be meaningful.

Figure 40. Setting name and description.
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6. After finishing the last step of processor configuration in paragraph number 5, we must set 
several configuration parameters of the processor in the Detail tab (Fig. 41): 

a. Config File location (Fig. 41.2) means the configuration file of 
SmartConnector.SnmpConfigurator is created in the Saving Configuration File section.

b.  Update Rate (Fig. 41.4). It means a period of sending data to the EWS server from the 
SNMP manager. It measures in milliseconds and can be set in [1000 - 200000] range.

c. EWS Address (Fig. 41.3) – this property should be set to the address required to access 
our EWS interface.

d. Server Name (Fig. 41.5) – This property is just a friendly text name field to allow you to 
identify the specific endpoint you are configured for quickly.

e. User Name and Password (41.6, 7) – these properties are required to authenticate the 
EWS server connection.

Figure 41. Setup processor additional configuration.

7. Click on the Save button to finish the configuration.
8. SnmpProcessor is a long-running processor, and it must be run at the start of the 

SmartConnector framework (Fig. 42.2).

Figure 42. Update processor additional configuration.
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SmartConnector portal. Run Extension

Please add a license for the BIMdance SNMP SmartConnector before running 
any processors. Section Licensing describes the process.

If the configuration is performed correctly, then the Processor Configuration page of the 
SmartConnector portal looks like in Fig. 43.

Figure 43. Processor Configurations page.

To run the extension, press the  button on Fig. 43.1 panel. After that, the  button changes the icon 

to . Changing the icon to   again means that SnmpProcessor has completed its operations, and 
some error occurs (please follow the instructions in the Logging section for investigation).

If the SnmpProcessor is operating correctly, the run button (Fig. 41.1) will remain  until stopped 
manually by the user.
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Acquiring data in SBO from the EWS server
To acquire data from the SNMP agent to EBO, create the EcoStruxure Web Service interface (Fig. 44). 
Specify the name and description. Click on the Next button.

Figure 44. Creating EWS interface.

On the connection information form, specify the EWS server host IP address (Fig. 45.1). If the EWS 
server and Enterprise Server are located on the same PC, then IP will be 127.0.0.1 or localhost. Specify 
communication port to 5305 value (Fig. 45.2). EWS Path – /SmartConnectorSnmpService (Fig. 45.3). 
Specify the User Name – admin and New password – Admin!23 (Fig. 45.4). Click Create (Fig. 45.5).
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Figure 45. Specifying connection information for the interface.

If a connection between the EWS server and the SmartConnector Snmp Service interface is established, 
then in the system tree pane, the object Enterprise Server/Hardware/EcoStruxure Web Services/Smart 
Struxure Web Service Snmp/Smart Connector Snmp Service will appear (Fig. 46). Right click on it and 
choose the item Host EWS objects…. Then, select the target object in the system tree and click the OK 
button.
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Figure 46. Hosting EWS objects.

After hosting EWS objects, in the system tree pane under the created interface EcoStruxure Web Service 
Snmp node, the SmartConnector SNMP Service folder will appear with SNMP objects (Fig. 47). If 
values update and the EWS State is Good, then communication between EBO Enterprise Server (or AS) 
and SNMP manager is established.
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Figure 47. Acquiring data in SBO.
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Logging
SmartConnector framework records all actions and exceptions info to the log file (Fig. 48). The default 
location is C:\Program Data\SmartConnector\Logs\*.log.

Figure 48. Sample of SmartConnector framework logging.
SNMP extension configurator logs (Fig. 49) are located in 
%localappdata%\Local\BIMdance\Snmp.Configurator\Log\*.log.

Figure 49. Sample of SNMP extension configurator logging.

Licensing
After adding the extension assembly, you must install the license file provided by the seller (see 
Contacts section). To install a license, select Setup -> Licenses main menu item of the SmartConnector 
portal (Fig. 50.1). Click on the Add button and select the license file in the file open dialog.
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Figure 50. Licensing.

Software Requirements
BIMdance SNMP SmartConnector tested on the following operating systems:

● Windows 7
● Windows 8.1 x64
● Windows 10 x64
● Windows 11 x64
● Windows Server 2008 x64
● Windows Server 2012 x64
● Windows Server 2016 x64
● Windows Server 2019 x64
● Windows Server 2022 x64

This software requires .NET framework 4.8, SmartConnector v2.5.4 or later, and EcoStruxure Building 
Operation v5.0 or later.

Appendix 1. Troubleshooting
EWS Server is not started
It may occur if this URL is already registered in HTTP.SYS. In this case, the log file (Logging section) 
looks like this:
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Fig. 51. EWS server starting issue log file.

To fix this issue, please follow the steps below:

1. Start the console with administrator permissions
2. Write the following command (Fig. 52.1):

Fig. 52. Command

3. In the result list, find the required URL (Fig. 53, line 87)
4. Delete item (Fig. 44.1) from the list by the following command: netsh http delete urlacl 

url=http://*:5358/
5. Restart OpcProcessor by the SmartConnector portal.
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Fig. 53. HTTP.SYS content

Contacts
For any questions, please mail to support@bimdance.io 
Discord support server: https://discord.gg/4hcsGGBBNF
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