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Overview

BIMdance SNMP SmartConnector is middleware that can be plugged into the Schneider Electric
SmartConnector Framework as an extension. BIMdance SNMP SmartConnector allows communication
between the SNMP agent and EWS server according to user-provided configuration. EWS servers
generate EBO alarms when TRAP messages are received. This extension supports the following

versions of the SNMP protocol: v1, v2, and v3.

BIMdance SNMP SmartConnector includes the SNMP Manager Configurator module, which allows the
creation of SNMP Manager configurations to receive required OIDs and TRAP messages. The main
functionality of the SNMP Manager Configurator includes:

e SNMP Agent Discovery: Discover SNMP agents on the LAN or manually add them to the

configuration.
o SNMPv3 Security: Configure SNMPv3 security settings.
e SNMPv3 Engine Configuration: Configure the SNMPv3 engine.

e MIB Entity Selection: Select the required MIB entities (objects, tables, traps, etc.) to send to the
EWS server.

e Vendor MIB Parsing: Parse vendor MIBs.

e EBO Alarm Configuration: The creation and configuration of EBO alarms are based on received

traps and their associated varbinds.

BIMdance SNMP SmartConnector ® 2 www.bimdance.io
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What's new
e Enhanced EBO Alarm Configuration: More robust configuration options for creating custom

EBO alarms triggered by SNMP traps. This includes improved handling of various data types in
alarm messages and the ability to specify multiple values or ranges for variables triggering

alarmes.

Improved MIB Handling: Enhanced support for parsing and handling vendor-specific MIB files,
improving compatibility with a wider range of SNMP devices. Improved error handling during

MIB loading and parsing.

The ability to manually specify the OIDs and IIDs of objects that are not included in the MIB
file.

Simplified Alarm Message Formatting: Improved the formatting of alarm messages sent to the
EBO, making them more concise and informative. More flexible handling of ifIndex in alarm

messages.

Support for configuring SNMP trap varbind masks has been added to filter unwanted variables

and improve trap processing and filtering.

BIMdance SNMP SmartConnector ® 3 www.bimdance.io
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Installation

The BIMdance SNMP SmartConnector requires the .NET framework version 4.8.
The required SmartConnector framework version is provided in additional
setup information.

BIMdance SNMP SmartConnector Installation
1. Run the setup.exe installer executable and confirm that you must run as an Administrator. You
will be presented with a dialog in Fig. 1.

SNMP extension for SmartConnector Setup — x

BIAA SNMP extension for

danee e

snvP - SmartConnector

% Install Close

Figure 1. Installer welcome dialog.

2. Click to Install.
3. If .Net Framework version 4.8 is not installed, its installation will start (Fig. 2). Follow the

installation instructions.

=8 Microsoft NET Framework EI' = '@
.MET Framework 4.8 Setup
FPlease accept the license terms to continue. NET

MICROSOFT SOFTWARE SUPPLEMENTAL LICENSE TERMS

|| »

JNET FRAMEWORK AND ASS0CIATED LANGUAGE PACKS FOR
MICROSOFT WINDOWS OPERATING SYSTEM

Microsoft Corporation (or based on where you live, one of its
affiliates) licenses this supplement to you. If you are licensed to use
Microsoft Windows operating system software (the "software™), you
may use this supplement. You may not use it if you do not have a
license for the software. You may use this supplement with each
validly licensed copy of the software.

The following license terms describe additional use terms for this

Y U SN Y S P Y Y- S

[711 have read and accept the license terms. @

For data collection information, read the Microsoft Privacy Statement.

Instal Cancel

Figure 2. NET Framework 4.8 Installer.

BIMdance SNMP SmartConnector ® 4 www.bimdance.io
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4. Please read the end user license agreement (Fig. 3) and select the “I accept the terms in the
License Agreement” option. Then press the Install button.

"l SNMP extension for SmartConnector Setup - X

Please read the SNMP extension for

SmartConnector License Agreement

END USER LICENSE AGREEMENT |

IMPORTANT: PLEASE, READ CAREFULLY The
present End User License Agreement of the
BIMdance Limited. company (“Agreement™) is a
legal Agreement between “vou™ (natural person or
legal entity) and the BIMdance Limited. company,
with regard to the BlMdance Limited. software
product(s) (“SOFTWARE PRODUCT™), delivered
under this Agr including comp software,
object code copies, and the entire contents of files,
disk(z), CD(s), and other media, to which thiz

Aereement annlies. includine anv samnles. nrinted

81 sccept the terms in the License Agreement

Print

ack Install Cancel

Figure 3. EULA.

5. If, during the installation process, the error message SmartConnector not found was displayed (Fig.
4), it means that a correctly installed SmartConnector was not detected on the computer. Please
check that SmartConnector is installed correctly and then try the installation again.

Welcome to the SNMP extension for
SmartConnector Setup Wizard

Please wait while the Setup Wizard prepares to guide you
through the installation.

SmartConnector not found *

[ o | SmartConnector could not be found.
b Please check that it was installed correctly.

Figure 4. Installation error.

BIMdance SNMP SmartConnector ® 5 www.bimdance.io
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6. After installation, click Finish (Fig. 5).

"l SNMP extension for SmartConnector Setup = X

Completed the SNMP extension for
SmartConnector Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 5. Installation completed successfully.

7. Finish the installation by clicking the Close button in the installation complete dialog (Fig. 6).

SNMP extension for SmartConnector Setup — *

BI/AN SNMP extension for

dange .

ssvP SmartConnector

Installation Successfully Completed

Close

Figure 6. Installation complete dialog.

BIMdance SNMP SmartConnector ® 6 www.bimdance.io
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SmartConnector.SnmpConfigurator operating

Main Window
After installation, you can run BIMdance SNMP SmartConnector from the Windows Start Menu -
folder BIMdance, then click the BIMdance SNMP SmartConnector shortcut (Fig. 7).

BlMdance ~

amp  >martConnector.SnmpConfigurator

Figure 7—shortcut for SNMP configurator.

The SNMP Configurator application aims to create configuration files containing a list of required
OIDs, IIDs, and Traps definitions.

An OID is a unique identifier used to name objects in the MIB (Management Information Base). It
defines the structure and hierarchy of managed objects. OIDs are represented as a series of numbers
separated by dots (e.g., 1.3.6.1.2.1.1), where each number represents a node in a tree structure. Specifies
what is being managed or queried (e.g., system uptime, interface status). OID defines the type or class
of object (what attribute is being managed).

An IID specifies an instance of an object within the MIB. It is used to differentiate between multiple
instances of the same object type, often in the case of tables. An IID is an extension added to an OID to
identify a specific instance. Determines the particular instance of the object being managed or queried.
IID specifies the instance or occurrence of that object (which specific instance is being managed).

In essence, the OID + IID combination uniquely identifies a single instance of a managed object in the
SNMP system.

An SNMP trap is a type of asynchronous notification message sent by an SNMP agent to an SNMP
manager. Traps are used to alert the manager about specific events or changes in the managed device's
status without requiring the manager to poll the agent continuously. Traps notify the SNMP manager
of significant events, such as system failures, configuration changes, or performance thresholds being

exceeded. They allow for real-time monitoring and quicker responses to critical events.

The SNMP agent (installed on a managed device) monitors the device's status. When a predefined
condition or threshold is met (e.g., high CPU usage, device reboot), the agent sends a trap message to
the SNMP manager. The SNMP manager processes the trap and can take appropriate action, such as

logging the event or triggering an alert.

BIMdance SNMP SmartConnector ® 7 www.bimdance.io



BI/AN

d ANCE suiding Data Building

SNMP

A trap message typically includes:

e The OID (Object Identifier) identifies the type of event.
e A timestamp indicating when the event occurred.
e Additional information or variable bindings providing context about the event.

Values of these items will be forwarded to the EWS server by the SmartConnector framework. One

configuration file is created for one SNMP manager.

SmartConnector SNMP Manager Configurator

File  Settings Help

oxelomee e
~ <P | | v o

r Agents fright-click for context ménu}. | | Agents System Info

sysDescr

sysObject|D

syslUpTime

sysContact

sysMame

e - | syslocation

el |lsazooe| -

Time Type Origin Destination Wer.

Metification pogsclosed :Loaded configuration file: s Mot Specified! @

Figure 8. SnmpConfigurator main window.

Main Menu. On the top of the window (Fig. 8), you can configure the SNMP v3 Authoritative engine

® 8L |
, Trap users set M\ , and specify the SNMP manager local endpoint <.

SNMP v3 Settings. SNMP v3 Authoritative engine configuration allows the setting manager Engine ID
and specifies users to authenticate and decrypt received SNMP version 3 packets (Fig. 9).

BIMdance SNMP SmartConnector ® 8 www.bimdance.io



| Authoritative Engine

| Agent is authoritative for received Get and Set messages, and for sent Trap messages. Manager is
authoritative for received Inform messages.

SNMPw3 Authoritative Engine

D 44-61-72-74-2E-50-6F-77-65-72-53-4E-4D-50

I is displayed as a hex string

[ v ]

Boots 1 Start Time  15.02.2024 19:37.42
Users Table
Name Authentication Passwoerd  Protecol Privacy Password Protocol

Delete

Properties ...

Figure 9. SNMP v3 Authoritative engine configuration.

You can add users by clicking the context menu on the user's table.
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Trap Users. To receive and decode SNMPv3 traps, you have to configure the trap users list (Fig. 10). To
decode SNMPv3 traps from any agent for a specified user, leave the User Engine ID field blank. For
enhanced security, if you want to decode SNMPv3 traps for a specified user from a specific agent, enter
the agent's Engine ID in the User Engine ID field. If the configurator has already received a trap from

an SNMP agent, the agent's Engine ID will be available in the dropdown list.

-ap Users Confl guraton

00
0N
m

Engine ID User Name
qu snmpadmin
<

® 0>

04:51:31.1493865 Trap2Message (Received)
04:51:31.1553769 Trap2Message (Received)

|

172.29.12.122:50120
172.29.12.122:48554

A  ® ma= = ----j wINMIVER
\gents System Info
SNMPv3 User >

Engine Id

Name

Awuth Password | password

Priv Password | password

Auth Protocol |Md5

Destination
0.0.0.0:50937
0.0.0.0:162
0.0.0.0:162

Figure 10. Trap Users.

Priv Protocol

OK

BIMdance SNMP SmartConnector ® 9 www.bimdance.io
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Ethernet Settings. SNMP manager local IP endpoint allows the specification required network interface

and port, which listens on the trap and informs messages (Fig. 11).

Choose Local Address/Port >

Address: 192.168.56.1 Y Port: 162

Figure 11. Local IP Endpoint.

Logging. The communication log allows the user to obtain full information about SNMP
communication between the manager and agents (Fig. 8.8). Request and response messages are shown
in the log monitor. When communication fails, or a response contains errors, a user can inspect this

information through a detailed message window (Fig. 12).

SmartConnector SNMP Manager Configurato -

File  Settings Help
Message Details X

/22 8] | Qrommemmmm—— P
L Time Received: 15.02.2024 19:44:05

SNMP Version: One

Origin Address/Port: 10.0.0.165:161

Agents {ightclick for context menu)

10.0.0.165:161 Destination Address/Port: 0.0.0.0:58743
10.0.0.181-161 Community: public
d: 2

Variable ID=s and Values:

1.3.6.1.2.1.1.1.0 (sysDezcr):. HP ETHERNET MULTHENVIRONMENT,ROM
none, JETDIRECT,JD128, EEPROM V.33.28, CIDATE 12/17/2014

1.3.6.1.2.1.1.2.0 (sysObjectiD): 1.3.6.1.4.1.11.23.9.1

1.36.1.2.1.1.3.0 (zy=UpTime): 55560315

1.3.6.1.2.1.1.4.0 (sysContact):

1.3.6.1.2.1.1.5.0 (sysName): NPIDZDAD3

1.3.6.1.2.1.1.6.0 (sysLocation):

W |

Time Type

19:44:04.3359585  GetMessage (Sent) 0.0.0.0:58742 10.0.0.181:161 One
15:44:04 4138533 ResponseMessage (Receiv 10.0.0.181:161 0.0.0.0:58742 COne
15:44.05.4885967 GetMessage (Sent) 0.0.0.0:58743 10.0.0.165:161 One
15:44:05 4520024 ResponseMessage (Receibed) 10.0.0.165:161 0.0.0.0:58743 One
19:44:06.0835318  GetMessage (Sent) 0.0.0.0:58744 10.0.0.181:161 One
19:44:06.0835318 ResponseMessage (Received) 10.0.0.181:161 0.0.0.0:58744 One
19:44:06.9779494  GetMessage (Sent) 0.0.0.0:58745 10.0.0.165:161 One
15:44:06.9779494 ResponseMessage (Received) 10.0.0.165:161 0.0.0.0:58745 One
19:44:08.7359554  GetMessaoe (Sent) 0.0.0.0:58746 10.0.0.181:161 One

Notification port closed Loaded configuration file: Dt\test\Snmphanager_config.csnmp

Figure 12. Logging.

The button to enable the notification monitor starts the notification catcher (Fig. 8.2). All received traps

and informed messages are displayed on the log monitor.

Buttons on Fig. 8.3 allow to create new, save current, or open saved configurations.

BIMdance SNMP SmartConnector ® 10 www.bimdance.io
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Agents. The list of configured Agents for communication is presented in Fig. 8.4 and Fig. 13. After

clicking on the Agent item, the configurator shows basic SNMP information on the form's right side:
sysDescr, sysObjectld, sysContact, sysName, sysLocation, and loaded MIB files. It allows checking that

the device communicates appropriately. The error message appears in the sysDescr field if the device is
offline.

Agents {right-click for context menu)
10.0.0.165:161

- sysDescr Brother NC-8100w, Fimware Ver.1.02 (13.03.07).MID
10.0.0.181:161 E£-401

Agents System Info

sysObject!D 13614.1.24352391
sysUpTime 19664595
sysContact

sysName BRWF4B7E29ECESE

sysLocation

Q PO

Figure 13. Agents.
Manage the list of Agents.

You can add or discover SNMP devices manually. For manual adding, press the “+” button (Fig. 8.7).

Agent Configuration >

Address | Port 161 version: @1 (02 (O3

Name:

Community:  public

None

None

o ] omen

Figure 14. Adding SNMP devices.

On the displayed dialog (Fig. 14), setting the IP address, TCP port, device name, Community, and
version is required for v1 and v2. For version 3, additional security settings are possible.

Each item in the Agents list can be removed or edited with appropriate buttons (Fig. 8.7).

BIMdance SNMP SmartConnector ® 11 www.bimdance.io
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The Device discovery dialog can be called by button Fig. 8.6. When the dialog appears, the discovery
procedure is initialized. After about 60 seconds, the result of the discovery is listed in the Discovered

Agents list. By checking wanted items, you can add agents to the current configuration. Confirm

adding by + button.

Devices Discovering n

Discovered Agents
-] 192_168.56.1:161

Q 1 devices found. @

Figure 15. Discovering.

SNMP Agent Configuration

After creating the required Agent list, you must configure each device. It means you must specify the
necessary OIDs, tables IIDs, and traps to process. Access to the device configuration tool is possible

through the device context menu in the Agents list.

JE'J Configure Device... b

>> Cuery Device Values

>> Query Device Tables

|[D Set Value... b

Figure 16. Agent context menu.

BIMdance SNMP SmartConnector ® 12 www.bimdance.io
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Buttons on Fig. 16.1 are the same as in Fig. 8.7. For configuring the device, press Configure Device...

(Fig. 16.2). After that, an agent configuration dialog will appear (Fig. 17).

SMNMP Entity Configuration

File

MIB Tree (drag and drop to Required OIDs)

| snmP Entity: 172.29.12.86:161

Required OIDs (participate in requests)

© Xv

=2 1iso
= 3org
= 6 dod
= 1intemet

=] 1 mib_2

=& 1system

! 1 sysDescr

2 sysObject|D
3 sysUpTime
4 sysContact
5 sysName

6 sysLocation
7 sysServices
8 sysORLastChange
-5 9 sysORTable
-2 2intefaces
+-EF 3at

H-EE 4ip

#-E Sicmp

23] Etcp

- Tudp

= 8eap

10 transmission

Name oID
sysContact 13612114

<

Details

Module
RFC1213-MIB

Object

Type
Dart.Snmp Simple Type Oct.

Name: sysContact

0ID:1.361.21.14

Module: RFC1213-MIB

Usage: Object

Type: Dart.Snmp.Simple Type Octet Sting

Syntax: OctetString (SIZE (0..255))

Mimmloas Lhimd- TEE~

259 nodes loaded

Figure 17. Snmp Entity Configuration.

Consider the configuration of the example device Dlink DGS-1210-28P (IP:192.168.56.1). First, we need

to add additional MIB files that contain the necessary definitions for this device:

e Go to the menu File -> Load MIB.... In the Open dialog, specify the required MIB files and their

dependencies (section IMPORTS of the file (Fig. 18)).

BIMdance SNMP SmartConnector ® 13 www.bimdance.io




' BX DEFINITIONS BEGIN

ECT IDENTIFIER
ECT IDENTIFIER
ECT IDENTIFIER

ECT IDENTIFIER ::

Figure 18. MIB Dependencies.

/& Local Disk (C:)
s Local Disk (D)
(s Local Disk (1)
(= Distr (F)

(s Backupl (G2
s Backup2 (H:)
(s Local Disk (1)

v

File name:

Select MIB files
© - 4 V ThisPC » Local Disk (C) » Temp b SnmpExtension » Configurator » Mibs v c,‘ [ search Mibs A
Organize =  Newfolder B - O @
i Recentplaces |~ Date medified Type Size
; || DGS-1210-28P-BX-3-10-008.mib MIB File 393 K8
18 This PC )
[ ianaaddressfamilynumbers-mib.txt Text Document EKE
& Desktop -
[ 1F-mi8 File 71KB
¥ Documents ) ) .
|| INET-ADDRESS-MIB.mib MIB File 17K8
§ Downloads )
NIMP-FRAMEWORK-MIB.mib MIB File K8
d Music
£ Pictures
B Videos

Figure 19. Open dialog.
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Press the OPEN button. After parsing MIB files in the MIB Definition Tree, new objects
corresponding to the Dlink switch will appear (Fig. 20).

BIMdance SNMP SmartConnector ® 14 www.bimdance.io



MIB Tree (drag and drop to Required O10s)

<

== 1iso
;.. Jong
=-Eg] 6ded
2
1 directory
+-F 2mgmt
3 experimental
i-- 4 private
i-- 1 enterprises
S 171d_link
S 10 dink_products
= -Eg] 76 dlink_DGE512{SeresProd
Z g 16dgs_1210_28phx
jr__ 1 comparySystem
+-f=g 2 companylpifGroup
+-g 3 company ThpGroup
+-= 4 companyMiscGroup
+-[= &companyRSTP
+-f= 7 companyDot1gWlanGroup
+-f=] & comparyLA
+-= 9 companyStaticMAC
+-= 10 companylgsGroup
+-f= 11 companyDot1xGroup
+-f=g 12 comparyQoSGroup
+-= 13 company TrafficMgmt
+-= 14 companySecurty
m

MibTree [1209 nodes loaded]

Figure 20. MIB Tree.
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In the next step, we have to specify the required objects for requests. Expand the required node
of the MIB Tree and drag and drop objects to the Required OIDs table. If the required object has
a Usage attribute equal to Table, you can choose the necessary IIDs using the object context

menu (Fig. 21, 22).

BIMdance SNMP SmartConnector ® 15 www.bimdance.io
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Required O|Ds (participate in reguests)
MName QID Module Usage Type
sysContact 13612114 RFC1213-MIB Object Dart.Snmp Simple Type (
syzName 13612115 RFC1213-MIB Object Dart. Snmp . Simple Type £
sysLocation 1.36.1.21.16 RFC1213-MIB Object Dart.Snmp.Simple Type {
[im] sysServices 1.361.211.7 RFC1213-MIB Object Dart. Snmp . Simple Type.|
gysORLastChange 1.36.1.21.1.8 SNMPv2-MIB Object Dart.Snmp Simple Type”
fiumber 13612121 RFC1213-MIB Object DartSnmp_Simple Type |
ipForwarding 13612141 RFC1213-MIB Object Dart.Snmp . Simple Type |
ipDefault TTL 13612142 RFC1213-MIB Object Dart.Snmp . Simple Type. |
ipinReceives 13612143 RFC1213-MIB Object Dart Snmp_Simple Type (
ipinHdrEmors 13612144 RFC1213-MIB Object Dart . Snmp_Simple Type (
ipinAddrEmors 1.3.5.1.2.1.4 5 RFC1213-MIB Object Dart. Snmp. Simple Type

= ) ' Dart.Snmp.Sequence0f
B atTable ﬂ Remove Dart Snmp_Sequence0f
B ipAddrTable I e Dart.Snmp. Sequencelf

. Select required objects from table...

Details

Name: if Table
OID:1.361.2122

Madule: RFC1213-MIB

|lsage: Table

Type: Dart. Snmp Sequence0f

Syntax: Sequencelf Sequence { findex Integer, fDescr OctetString, fType Integer, iMiu Integer, fSpeed Gauge. FPhysAddress

Dl cm Addmmmm B A deion Qb s 1 b mmmre B el e s b mmme B mndl™ e mimmn Tommn Tlamlem B lid™imdmdim i sombimee Bl | Lok Dl ™ s s

Figure 21. Table definition.

Set custom notification message

" Select required 1IDs from table — a x
N —

Y= SNMP Table: Name: ifTable OID: 1.3.6.1.2.1.2.2 X @®
Name QD Value

[0 1361.21.221.1.2 {findex) 13612122112 2

[0 13612122122 (fDescr) 13612122122 Nullo

[0 1.36.1.21.2.21.3.2 {f Type) 13612122132 1

[ 13612122142 (fMu) 13612122142 1500

[ 13612122152 {fSpeed) 13612122152 4294967295
[0 1.36.1.21.2.21.1.3 {findex) 13612122113 3

[ 13612122123 {fDescr) 13612122123 Loopback
[ 13612122133 §Type) 13612122133 2

[0 1.36.1.21.221.43 {fMu) 13612122143 1514

[ 136.1.2122153 {fSpeed) 13612122153 4234967235
[1136121.221.14 ffindex) 13612122114 4

8 13612122124 {fDescr) 13612122124 WMan201

8 13612122134 (fType) 13612122134 6

@ 13612122144 [fMu) 13612122144 1500

8 136.1.21.2.2154 [fSpeed) 13612122154 1000000000
8 13612122115 {findex) 13612122115 5

[J 136127122125 fDescr) 13812122125 Man202
[0 1.36.1.21.2.21.35 (fType) 13612122135 €

[ 13612122145 {fMu) 13612122145 1500

[0 1.36.1.21.221.55 [fSpeed) 13612122155 1000000000

Figure 22. Choosing IIDs.

e If you don’t need any other objects for requests, press the V button on Snmp Entity
Configuration Dialog (Fig. 16). If at least one object is added to the configuration of OIDs or
IIDs, the buttons Query Device Values... and Query Device Tables... (Fig. 16.3, 4) are enabled.

BIMdance SNMP SmartConnector ® 16 www.bimdance.io
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e If you need to add an OID or IID that doesn't exist in the current MIB file, you can add its OID

manually by pressing the button

SNMP Entity Configuration

File

MIB Tree (drag and drop to Reguired OIDs)

in Figure 23.

| snmP Entity: 172.29.12.72:161 | snmpadmin

Add new Required OID
Required Q

=& liso

E@ Jong

=@ 6dod
= = 1intemet
--f= 1directory
=& 2mgmt
=& 1mib_2

=] ‘= 1system

1 sysDescr
i 2 sysObject|D
3 sysUpTime
4 sysContact
5 sysName
6 sysLocation
7 sysServices
: 8 sysORLastChange
[ 9sysORTable
2interfaces
Jat
4ip
5icmp
6tcp
7udp
8egp
10 transmission

Name oo ||

®

sysNan
sysDes
sysObje
snmpTi
coldSta
warmSi
link Doy
lirke Upp
authen|

OK

Details

Usage
Object
Object
Object
Object
Notification
Notification
Motification
Notification
Notification

Type

Dart.Snmp.Simple Type.Oct
Dart.Snmp Simple Type Oct
Dart.Snmp.Simple Type. ld
Dart.Snmp.Simple Type.Id

273 nodes loaded

Figure 23. Adding OID manually.

e After entering OID and pressing the Check button (Fig.23), the application will try to connect to
the device and read object values (Fig. 24). Checking requires that the device should be online

and available.

BIMdance SNMP SmartConnector ® 17 www.bimdance.io




1 Add new Required OID

oD [136121.14

OK

| Cancel

Figure 24.Successful checking.

SNMP traps and EBO alarms

If you need to get traps into EBO, you should configure the transformation of trap messages to EBO

alarms:

BIAN
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Configure SNMP Trap v3 users. The Engine ID can be added manually or selected from the

drop-down list or left blank if you want to receive traps from all devices.

File  Settings

A SmartConnector SNMP Manager Configurator

Help

o [

172.29.12.14
172.29.12.1%
172.29.12.2
172.29.12.5¢
172.29.12.7(
172.29.12.71
172.29.12.7

& QA WEbB

g

14.1.3833.1.1004.1

4425

Time

04:51:26 7971244
04:51:31.1493865
04:51:31.1553769
04:51:34.4300816

tination Ver. G
® 0B v/ | cosr -
0.0:162 Three
Tap. 2912122 10.0.0:162 Three
GetMessage (Sent) 0.0.0.0:61576 172.29.12.122:161 Three
ReportMessage (Received) 172.29.12.122:161 0.0.0.061576 Three
Trap2Message (Received) 172.25.12.122:35753 0.0.0.0:162 Three
Trap2Message (Received) 172.25.12.124:32802 0.0.0.0:162 Three
Trap2Message (Received) 172.29.12.122:53732 0.0.0.0:162 Three
Received .25, 2246550 0.0.0.0:162 Three

ger_configl.csnmp

Figure 25.Configuring trap users.
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SHNMPv3 User

Engine Iid

Name

Auth Password
Priv Password

Auth Protocol

X
172.29.12 124:161 [80-00-2A-1D-03-00-5
172.29.12.122:161 [80-00-2A-1D-03-00-
password
password
MdS - | Priv Protocol TripleDes -

oK Cancel

Figure 26.Configuring trap users.

Import the MIB file into the SNMP configurator and add the required trap OIDs

“ SNMP Entity Configuration - O X
ity: 172.29.12.71:161 | snmpadmin ® 6 X|v
MIB Tree (drag and drop to Required OIDs) Required OIDs (participate in requests)
=g lise Name oD Module Usage Type
= Eé _é“’% dod sysName 13612115 RFCIZI3MIB Object Dart Snmp Simple Type. Oct
f S 1intemet sysDescr 13612111 RFC1213-MIB Object Dart Snmp_Simple Type Oct
g 1directory sysServices 13612117 RFC1213-MIB Object Dart Snmp Simple Type Inte.
F@ 2 mgmt ipinReceives 13612143 RFC1213-MIB Object Dart. Snmp.Simple Type Co..
B = 1mb_2 ipRoutingDiscards 136121423 RFC1213-MIB Object Dart Snmp_Simple Type Ca..
C-fE 1 system | EdipAddrTable 136121420 RFC1213-MIB Table Dart. Snmp SequenceOf
- 1 sysDescr coldStart 1361631151 SNMPv2-MIB Notification
2 sysObject|D warm Start 1361631152 SNMPv2-MIB Notification
3 sysUpTime link Down 1361631153 SNMPv2-MIB Notification
~f2 4sysContact authenticationFailure 1361631155 SNMPy2-MIB Notification
5 sysName
--fz] 6 sysLocation
7 sysServices
-z 8sysORLastChange
- 9 sysORTable
[#-f= 2intefaces < >
#E 3at
Fj'g 4':' Details
- 5icmp
= 6tcp
#-E Tudp
= 8egp
=] 10transmission
273 nodes loaded

Figure 27. Trap adding.
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By default, the SNMP extension transfers the trap message to the EBO Alarm as an Alarm
message (Alarm text). Since a single trap is sent for all ports' linkUp (linkDown) events, a single

alarm object (with a changing text) will be created in the EBO for linkUp (linkDown) events.

®® % v *v Buiempiii ghunbm

CocTosHue a KOMMYECTBO Bpems CpadaTbiBaHus v VMR MCTOMHMUKA TekCT curana Tpesoru Timestamp

11.12.2024 11:03:40 10.0.0.113_dlink_linkUp 10.0.0.113_dlink_linkUp - ['ifindex": "7", "ifAdminStatus™: "1", "ifOperStatus™ "1", "snmpTrapEnterprise™ "1.3.6.1.2.1.11" 11.12.2024 11:03:40

Figure 28. Trap alarm text.

If you need another alarm text, it is possible to override it. This can be done via the context

menu option 'Set custom notification message' Fig. 29.1.

| SNMP Entity Configuration
File
1 |&2) snmP Eniity: 10.0.0.113:161 | snmpadmin | dlink ® 6 XV
I 'MIB Tree (drag and drop to Required OIDs) Required OIDs (participate in requests)
B 1iso ~ || Mame QID Module Usage Type
=] 3org sysName 13612115 RFC1213-MIB Object Dart.Snmp. Simple Type.Oct.
El 5d°d_ snmp TrapOID 1361631141 RFC1213-MIB Object Dart.Snmp. Simple Type.|d
=] 1intemet snmp Set SerialNo 1361631161 SNMPv2-MIB Object Dart.Snmp . Simple Type. Inte
] 1directory E=#Table 13612122 RFC1213-MIB Table Dart.Snmp. SequenceOf
= 2“‘91'“‘ s E=ipAddrTable 136121420 RFC1213-MIB Table Dart.Snmp . SequenceOf
"ET_ m " E ipNetToMediaTable 136121422 RFC1213-MIB Table Dart.Snmp. SequenceOf
0 E‘*”fem Descr E=#XTable 1361213111 IF-MIB Table Dart.Snmp . SequenceOf
bl 2$ObjectlD = coldStart 1361631151 SNMPv2-MIB Notification
3sysl warm Start 1361631152 SNMPv2-MIB Notfication
vt iriDown [ Notficatn |
4 sysCortact (S link! 5 ==
L&) 5sysName linkUp (O Remove B MNotfication
i 6 sysLocation authentication| _ - — IB Notification
7 sysServices egpNeighborly Q Select required objects from table.. IB Notification
P 8 sysORLastChange O Set custom notification message
. [*-E3 9sysORTable
+ 2interfaces < m ?
v 3at
H 4ip Details
+f= Sicmp Name: link Down
S5 Step 0ID: 1.36.16.3.1.153 -
o Module: SNMPv2-MIB .
+ udp |Usage: Notfication
+H 8egp ~ || Type:
< mn » Syntac: v
1288 nodes loaded

Figure 29. Opening configuration window.
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In the configuration window (Fig. 30), you can define alarm template text messages (Fig. 30.4).
These templates can be constant or include values from other SNMP objects (Fig. 30.3). Indexes
(or other varbind values) for generating individual alarms are set in Fig. 30.2. For each received

trap, the SNMP extension generates an EBO alarm using the specified template (Fig. 30.4).

As an example, it is required that individual EBO alarms are generated for linkDown events on

ports 1 through 18, with the affected port's name indicated in the alarm text.

0OID
13612122117

1361212218

Individual alams for the selected varbind values (Maximum 256 values per trap)

v| [18

QID
ifName 1.3.6.1.21.31.1.1.1.1 {fIndex}

Figure 30. Configure alarm message.

The example below uses the ifIndex varbind (Fig. 30.1) to request the port name from the
ifName table (Fig. 30.3) by selecting a specific row. The ifOperStatus varbind's value is then
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included in the alarm text. Figure 30.2 specifies the index range for which individual alarm
objects should be created (maximum 256 per each trap).

You can find varbinds in the message details section of the SNMP Manager configurator (Fig. 31)

e SmartConnector SNMP Manager Configurator

Message Type: Trap2i essage

Time Received: 10.12.2024 15.32.36
SNMP Versian: Two

Origin Address/Port: 10.0.0.113:49154
Desfination Address/Port: 0.0.0.0:162

13616311430 rige). 1.36.1.2.1.11
Descripton:
SysUpTime: TB33518T
a o 1361631153

248 59626 apZMiessage [Heceived D00 11349154 0000 162
15:31:055207135  Trap2Messaoe (Received) 10.0.0.113:45154 0.0.0.0:162
1532050381353  TrapZMessage (Recsived) 10.0.0.113:43154 0.0.0.0:162
1532361271265 TrapZMessage (Received) 10.0.0.113:49154 0.0.0.0:162

Figure 31. Configure alarm message.

Creating the required EBO alarm objects resulted in the display shown in Figure 32.
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30 - 0 x

at
| Folder
| Web Service EcoStruxure
[ SnmpManager
4 [§)10.00.113_diink
[ iTTable
[&) itXTable
[ ipAddrTable
[ ipNetToMediaTable
@ dlink_DeviceStatus
£ snmpSetSerialNo
@ snmpTrapOID
@ sysName
&5 ResetAlarms
ENO2
* [IMCKPETHOE 3HAYEHNE
& VBe/oMMeHme, BLI3BAHHOE NEPEMEHHO
i LJaGnoH oT4eTa yBeoMNeHNs

10 Tpesor

Alarms x

Bua Cnmncok CeolicTBa

@ Eg -E' Q";‘g - & BbicmpeIl hunbm

(]
# 10,0 0.113_dlink_authenticationFailure
# 10.0.0.113_dlink_coldStart
£ 100 0.113_dlink_egpNeighborlLoss
#10.0.0.113_dlink_linkDown

¥710.0.0.113_dlink_linkDown_ifindex_1
# 10.0.0.113_dlink_inkDown_ifinclex_2
£ 10.0 0.113_dlink_linkDown_ifindex_3
® 10,0 0.113_dlink_linkDown_ifindex_4
£ 100 0.113_dlink_linkDown_ifindex_5
£ 100 0.113_dlink_linkDown_ifindex_6
# 10.0.0.113_dlink_linkDown_ifindex_7
# 10.0.0.113_dlink_linkDown_ifindex_8
# 10.0.0.113_dlink_inkDown_ifinciex_9
® 10,0 0.113_dlink_linkDown_ifindex_10
£ 10.0 0.113_dlink_linkDown_ifindex_11

# 100 0.113_dlink_linkDown_ifindex_13
# 10.0.0.113_dlink_linkDown_ifindex_14
# 10.0.0.113_dlink_linkDown_ifindex_15
# 10.0.0.113_dlink_linkDown_ifindex_16
# 100 0.113_dlink_linkDown_ifindex_17
£ 10.0 0.113_dlink_linkDown_ifindex_18

Onucake
An authenticationFailure trap signifies that the SNMP entity has received a protocol message that is net property
AcoldStart trap signifies that the SNMP entity, ing a

While all i

originator 1, is reiniti g itself and that its configuration may have been altered.

An egpNeighborloss trap signifies that an EGP neighbor has been marked down and the EGP peer relationship no longer obtains.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNIMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
ifies that the SNMPv2 en

recognizes a failure in one of the comi

AlinkDown trap signifies that the SNIMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.
AlinkDown trap signifies that the SNMPV2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.

AlinkDown trap signifies that the SNIMPv2 entity, acting in an agent role, recognizes a failure in one of the communication links represented in its configuration.

of SNMP entitie

¥10.0.0.113 diink finkUp A linkUp trap sianifies that the SNMPv2 entitv. actina in an acent role. recoanizes that one of the communication links reoresented in its confiauration has come up.

Figure 32. EBO alarm objects.

The receipt of a trap will activate the alarm with the corresponding text, as shown in Figure 33.

®®% Y*v Dow

CocTosHMe &  KonuyecTso MpuopuTeT Bpems cpadaruisaud w MmMa MCTOYHMKA

TEeKCT curHana Tpeeoru

55 11.12.2024 13:21:26 10.0.0.113_dlink_linkDown_ifindex 6 10.0.0.113_dlink_linkDown_iflndex_6 - Slot(/6 link down. OperStatus = 2

55 11.12.2024 13:21:20 10.0.0.113_dlink_linkDown_ifindex_5 10.0.0.113_dlink_linkDown_iflndex_5 - SlotQ/5 link down. OperStatus = 2

55 11.12.2024 13:21:15 10.0.0.113_dlink_linkDown_ifindex_4 10.0.0.113_dilink_linkDown_ifindex_4 - Slot0/4 link down. OperStatus = 2

55 11.12.2024 13:21:09 10.0.0.113_dlink_linkDown_ifindex_3 10.0.0.113_dlink_linkDown_ifindex_3 : Slot0/3 link down. OperStatus = 2

55 11.12.2024 13:21:04 10.0.0.113_dlink_linkDown_ifindex 2 10.0.0.113_diink_linkDown_iflndex_2 - Slot(/2 link down. OperStatus = 2

55 11.12.2024 13:20:56 SlotQ/7 link down

10.0.0.113_dlink_linkDown_ifindex_7

10.0.0.113_diink_linkDown_ifindex_7

. OperStatus = 2

Figure 33. EBO alarm messages.
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SNMP Agent requests
When the configuration is complete, you can check it by performing requests. In the SNMP Agent

context menu, select Query Device Values... (Fig. 16.3). After that, a response form will appear (Fig. 34).

Object Values Request Results n

SNMP Entity: 192.168.56.1:161 | Dlink

- —

| —
MName QlD Value Type
sysObject|D 13612112 13614151258 Dart.Snmp . Simple Type. Id
sysUpTime 13612113 140314 Dart.Snmp . Simple Type. Time Ticks
sysContact 13612114 admin Dart.Snmp . Simple Type Octet String
sysName 13612115 DLINKROUTER Dart.Snmp . Simple Type Octet String
sysLocation serverfoom-2 Dart. Snmp.Simple Type Octe
sysServices 13612117 78 Dart.Snmp.Simple Type. Integer
sys0RLastChange 13612118 0 Dart.Snmp . Simple Type. Time Ticks
ifNumber 13612121 0 Dart.Snmp.Simple Type. Integer
ipForwarding 13612141 1 Dart.Snmp . Simple Type. Integer
ipDefault TTL 13612142 255 Dart.Snmp.Simple Type. Integer
ipinReceives 13612143 504125447 Dart.Snmp . Simple Type Counter
ipInHdrEmors 13612144 227151340 Dart.Snmp. Simple Type Counter
ipInAddrEmors 13612145 0 Dart.Snmp . Simple Type Counter
Details

Name: sysLocation
0ID: 1.36.12.1.1.6

Walue: serverroom-2

Module: RFC1213-MIB

Usage: Object

Type: Dart.Snmp.Simple Type Octet Sting
Syntax: OctetString (SIZE (0..255))
Display-Hint : 255a

Access: ReadWrite

Status: Mandatory

Description: The physical location of this node (e.g., telephone closet, 3rd floor).

Close

Figure 34. Responses.

The column Value has some IID values if the configuration is correct and the device is online. In case of

failure, you can inspect the issue by log monitoring (Fig. 12).

BIMdance SNMP SmartConnector ® 24 www.bimdance.io



B I /AN

d ANCE suitding Data Building

SNMP

Also, you can get whole IID values of required SNMP tables by pressing Query Device Tables... (Fig.

16.4). Response form on Fig. 35.

Table Values n
] snmP Entity: 192.168.56.1:161 | Dlink

| —

Mame QlD Type
13612122 Dart. Snmp. SequenceOf
= atTable 13612131 Dart. Snmp. SequenceQf
ipAddrTable 136121420 Dart.Snmp . SequenceCf
Table View

ifindex ifDescr ifType Mty ifSpeed

2 NullD 1 1500 4254367235
3 Loopback( 24 1514 4254367235
4 Wan201 6 1500 1000000000
5 Wan202 6 1500 1000000000
6 WVian203 6 1500 1000000000
7 Wan204 6 1500 1000000000
8 WVan205 6 1500 1000000000
9 Wan206 6 1500 1000000000
10 Wan207 6 1500 1000000000

Close

Figure 35. Table Response Form.

SNMP Set request is also available. Press the button Set value... in the device context menu (Fig. 16.5).

The Set value dialog will appear. The configurator may write all values with ReadWrite credentials.
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-

SNMP Entity: 192.168.56.1:161 | Dlink

o, —
| —
MIB Node Name New Value
|s;.-s|JpTime | =
Mame [s]n} Type Access
sysObject|D 13612112 Dart.Snmp . Simple Type.Id ReadOnly
sysUpTime Dart.Snmp.Simple Type. Time Ticks
sysContact 13612114 Dart.Snmp . Simple Type Octet String ReadWrite
sysName 13612115 Dart.Snmp . Simple Type Octet String ReadWrite
sysLocation 13612116 Dart.Snmp . Simple Type Octet String ReadWrite
sysServices 13612117 Dart.Snmp . Simple Type. Integer ReadOnly
sys0RLastChange 13612118 Dart.Snmp . Simple Type. Time Ticks ReadOnly
ifMumber 13612121 Dart.Snmp . Simple Type. Integer ReadOnly
ipForwarding 1361.2141 Dart.Snmp . Simple Type. Integer ReadWrite
ipDefault TTL 13612142 Dart.Snmp . Simple Type. Integer ReadWrite
iplnReceives 13612143 Dart.Snmp . Simple Type Counter ReadOnly
ipInHdrEmors 13612144 Dart.Snmp . Simple Type Counter ReadOnly
ipinAddrEmors 13612145 Dart.Snmp . Simple Type Counter ReadOnly
Details

Name: syzUpTime

0ID: 1.36.121.1.3

Module: RFC1213-MIB

Usage: Object

Type: Dart.Snmp.Simple Type. Time Ticks

Syntax: Tim

eTicks

Display-Hint :

Access: Re

adOnly

Status: Mandatory

Description: The time (in hundredths of a second) since the network management portion of the system was last rednitialized.

Figure 36. Set values.

Saving Configuration File
When all required objects are specified, you can save the current configuration in the file. Select menu

File > Save... or press the Save button (Fig. 8.3).

Close
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BIMdance SNMP SmartConnector deployment and
configuration

When the set of SNMP objects is determined and a configuration file with an objects list is created, we
can deploy SnmpExtension to the SmartConnector framework.

SmartConnector portal. Initial Configuration
Type in the browser address string http://localhost:8082 for accessing the SmartConnector web portal.

BIMdance SNMP Extension installation aims to deploy libraries to the SmartConnector framework.
Now, we are starting the configuration of the deployed extension:

1. In the portal main menu, select the item ConFigurations -> Processors.
2. Click on the button Add New + (Fig 37.1)

@ Configurations = EWS Servers Selup~ About Logged in as admin -

Processor Configurations

Refresh <  Add New + I
1
Execution = Last Execution Time  Total Execution Time
Hame Count {hh:mm:ss) {hh:mm:ss) Description
Long Running Processor | 0 00:00:00 00:00:00 Sample processor which will start and idle
until commanded to stop
Null Processor 0 00:00:00 00:00:00 Sample processor that does nothing but sleep
for a fixed duration.
2 items presen it
Schneider
LPElectric

Copyright ® Schneider Electric 2013-2017

Figure 37. Adding a new extension.

3. Inthe dialog page, Add processor configuration and pick a BIMdance SNMP SmartConnector
assembly (Fig. 38.2), then click Next.
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@ Configurations ~ EWS Servers Sefup ~ About Logged in as admin ~

Add Processor Configuration

Back Next Cancel
1

Step 1 - Pick an assembly

Mongoose Process 3 candidates
SmartConnector. SnmpExtension
2

Assembly Description
SNMP v1v2 v3 Manager. Data Conversion to EWS

Assembly Company
LK Proeki Ltd

Assembly Copyright
Copyright @ LK Proekt Ltd. 2018

Assembly Version
1128

Figure 38. Picking the assembly.

Assembly includes one public class — SnmpProcessor. It will create SNMP object placeholders in
the EWS server for data placement and initiate data exchange between the SNMP manager and
the EWS server. Please choose SnmpProcessor (Fig. 39.1) and click the Next button (Fig. 39.2).

rg Configurations ~ EWS Servers Setup~ About Logged in as admin~

Add Processor Configuration

Back Next Cancel
2

Step 2 - Choose a Class

SmartConnector. SnmpExtension. SnmpProcessor
1

Figure 39. Choosing a class.

The last step of adding a class to the SmartConnector framework is setting the name and
description. The name must be meaningful.

@ Configurations ~ EWS Servers Setup~ About Logged in as admin~

Add Processor Configuration

Back  Finish  Cancel
3

Step 3 - Name Configuration

Name

Snmp Processor 1

Description

Snmp Manager Data Exchange, 3

Assembly File Class Name

C:\Program Files (x86)\Schneider Electrici\SmartConnector\SmariConnector. SnmpEzxiension.dil SmartConnector. SnmpExiension. SnmpProcessor

Figure 40. Setting name and description.
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6. After finishing the last step of processor configuration in paragraph number 5, we must set
several configuration parameters of the processor in the Detail tab (Fig. 41):

a. Config File location (Fig. 41.2) means the configuration file of
SmartConnector.SnmpConfigurator is created in the Saving Configuration File section.

b. Update Rate (Fig. 41.4). It means a period of sending data to the EWS server from the
SNMP manager. It measures in milliseconds and can be set in [1000 - 200000] range.

c. EWS Address (Fig. 41.3) — this property should be set to the address required to access
our EWS interface.

d. Server Name (Fig. 41.5) — This property is just a friendly text name field to allow you to
identify the specific endpoint you are configured for quickly.

e. User Name and Password (41.6, 7) — these properties are required to authenticate the
EWS server connection.

1

@ Config File *

ID.‘\SnmpManagerHume_cunlig.csnmp 6 G
© Realm

CustomRealm G

© Ews Address *

hitp:/focalnost:5305/SmartConneciorSnmpService é G

@ Update Rate *

10000 G
4

© Server Name *

SmartConnector SNMP Service é e

User Name *

o
6

Password *

~ Encrypted ~ G
7

Figure 41. Setup processor additional configuration.

7. Click on the Save button to finish the configuration.
8. SnmpProcessor is a long-running processor, and it must be run at the start of the
SmartConnector framework (Fig. 42.2).

Processor Details History Schedule

1

Runs On Start Manually Startable
2
Runs On Schedule Manually Stoppable
False - @ True - G

Figure 42. Update processor additional configuration.
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SmartConnector portal. Run Extension

Please add a license for the BIMdance SNMP SmartConnector before running
any processors. Section Licensing describes the process.

If the configuration is performed correctly, then the Processor Configuration page of the
SmartConnector portal looks like in Fig. 43.

@ S Configurations ~ EWS Servers Setup ~ About Logged in as admin

Processor Configurations

Refresh S Add New+

Execution Last Execution Time Total Execution Time
Name Count (hh:mm:ss) (hh:mm:ss) Description

Long Running Processor 0 00:00:00 00:00:00 Sample processor which will start and idie until
commanded to stop.
m Null Processor 0 00:00:00 00:00:00 Sample processor that does nothing but sleep for a fixed

duration.

@ Snmp Processor 0 00:00:00 00:00:00 Snmp Manager Data Exchange

Figure 43. Processor Configurations page.

To run the extension, press the n button on Fig. 43.1 panel. After that, the n button changes the icon

to n Changing the icon to n again means that SnmpProcessor has completed its operations, and

some error occurs (please follow the instructions in the Logging section for investigation).

If the SnmpProcessor is operating correctly, the run button (Fig. 41.1) will remain n until stopped
manually by the user.
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Acquiring data in SBO from the EWS server
To acquire data from the SNMP agent to EBO, create the EcoStruxure Web Service interface (Fig. 44).
Specify the name and description. Click on the Next button.

2 Create New Object: EcaStruxure Web Service ? X

Select type and name the object

Quick filter Name l| EcoStruxure Web Sewich

. . Path SASDIO
ro L Alarm - E
| B8 Dashboard "~ | Description I L
4 % Interface

I 4 Modbus Interface ;

1 4, SmartDriver Interface Edit in wizard

4 ) \Web Service
&) EcoStruxure Web Service
&) Script web Service
) Simple XML Web Service
&) SOAP Web Service
() BACnet Interface -
@ INET Interface
42 10T Interface
4 Lonworks Interface
M wicronet Interface
3. sigma Interface
[+ I= Notification
I € Program

& [ Schedule ~]

Create and edit l | Create | ‘ Cancel

Figure 44. Creating EWS interface.

On the connection information form, specify the EWS server host IP address (Fig. 45.1). If the EWS
server and Enterprise Server are located on the same PC, then IP will be 127.0.0.1 or localhost. Specify
communication port to 5305 value (Fig. 45.2). EWS Path — /SmartConnectorSnmpService (Fig. 45.3).
Specity the User Name — admin and New password — Admin!23 (Fig. 45.4). Click Create (Fig. 45.5).
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a Create New Object: EcoStruxure Web Service

Connection Information

EWS Server 127.0.0.1 1

HTTP v | "EWS Communication Port 5305

WM

EWS Path

User name
MNew password

Confirm password

/SmartConnectorSnmpService !
Authentication for Service Call

admin
LAl XT L]

[LITTTYT]

| Previous |
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SNMP

[ Create and edit l | Create 6 Cancel

Figure 45. Specifying connection information for the interface.

If a connection between the EWS server and the SmartConnector Snmp Service interface is established,

then in the system tree pane, the object Enterprise Server/Hardware/EcoStruxure Web Services/Smart
Struxure Web Service Snmp/Smart Connector Snmp Service will appear (Fig. 46). Right click on it and
choose the item Host EWS objects.... Then, select the target object in the system tree and click the OK

button.
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Figure 46. Hosting EWS objects.
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After hosting EWS objects, in the system tree pane under the created interface EcoStruxure Web Service
Snmp node, the SmartConnector SNMP Service folder will appear with SNMP objects (Fig. 47). If
values update and the EWS State is Good, then communication between EBO Enterprise Server (or AS)

and SNMP manager is established.
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‘ Hame Description Value EWS State
() iMable Alist of inferface entries. The number of entries is given by the value of ifium...

(&) sysPoEPortSetiingTable Adable of objects that display and control the power characteristics of power...

@ Dink DGS 1210_DeviceStatus Common SNMP device status and error description Oniine Good
@ sysContact 13612114 7983 324 4649 Good
@ sysDeser 13612114 DES-121028P 340013 Good
€5 sysDhcpAutoConfiguration 1.3614.1.171.10.76.16.1.14 2 Good
3 sysFanstatus. 1.361.41171.10.76.46.1.15.1 1 Good
@ sysFirmwareVersion 1.36141171.10.76.16.1.3 310013 Good
6 sysGrouphterval 13614.1171.1076.16.16 120 Good
@ sysHarowarsversion 1.36141171.10.76.16.1.2 81 Good
) syslumboFrameEnable 136141171.00.76.46.1.12 2 Good
@ sysLocation 13612116 privet medved Good
@ sysLocationName 1.3614.1.171.1076.16.1.5 privet medved Good
3 sysLoginTimeoutinterval 1.3614.1171.10.76.16.1.4 4 Good
@ syshame 13612115 superTestvaiue 000 Good
@ sysObjectD 13612112 1.36.14.1.171.10.76.18 Good
5 sysRestart 1.36141171.10.76.16.1.9 2 Good
6 sysSafeGuardEnable 13614.1171.1076.16.1.8 1 Good
5 syssave 1.3614.1171.10.76.16.1.10 2 Good
) sysServices. 13612117 72 Good
@ sysswitchiame 1.36141171.10.76.16.1.1 superTestvalue gog Good
@ sysSystemPassword 1.3614.1.171.1076.16.1.7 (htydfv Good
3 sysUpTime 13612113 103456 784 Good
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Logging

SmartConnector framework records all actions and exceptions info to the log file (Fig. 48). The default

Figure 48. Sample of SmartConnector framework logging.
SNMP extension configurator logs (Fig. 49) are located in

%localappdata% \ Local\ BIMdance\ Snmp.Configurator\ Log\ *.log.

b924—12—93 ©5:50:44.568 +10:00 [INF] Message was received: ~
1.3.6.1.4.1.10781.4.2.1.1 - Trap2Message (Received) - 172.29.12.124:57345 -
©.0.9.08:162 - Three)

Variables:

[1.3.6.1.4.1.10781.4.2.2.1.1 - sboAlarmMessage - Source: /75HD1/test/Change of

State Alarm Alarm text: test Priority: 1@ Triggered timestamp: 2024-12-@3

©5:36:01 +1@H Report: ]

2024-12-83 ©5:51:44.548 +10:00 [INF] Message was received:
1.3.6.1.4.1.10781.4.2.1.1 - Trap2Message (Received) - 172.29.12.124:41221 -
©.0.0.0:162 - Three)

Variables:

[1.3.6.1.4.1.10781.4.2.2.1.1 - sboAlarmMessage - Source: /7SHD1/test/Change of
State Alarm Alarm text: test Priority: 10e Triggered timestamp: 2024-12-@3
©5:38:01 +10H Report: |

Figure 49. Sample of SNMP extension configurator logging.

Licensing

After adding the extension assembly, you must install the license file provided by the seller (see
Contacts section). To install a license, select Setup -> Licenses main menu item of the SmartConnector
portal (Fig. 50.1). Click on the Add button and select the license file in the file open dialog.
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@ Configurations ~ EWS Servers Setup~ About Logged in as admin~
1

LiCenSeS Configuration Schedules

Processor Values

In Memory Cache

Thumbprint® | Add® | Download ® Logging Fiters
2

Users

Assembly Name Assembly Ve  Service Settings Licensed To Expiration Date
B SmartConnector. SnmpExtension No custom features Never expires
ﬁ Mongoose. Service exe 25* No custom features 02/07/2024 8:15 PM
2 items present
Schneider
Electric

Copyright © 2022 Schneider Electric Buildings LLG. All rights reserved. This product includes functionality that is covered by patents and patents pending. Please contact Schneider Elestric for details.

Figure 50. Licensing.

Software Requirements
BIMdance SNMP SmartConnector tested on the following operating systems:

Windows 7

Windows 8.1 x64
Windows 10 x64
Windows 11 x64
Windows Server 2008 x64
Windows Server 2012 x64
Windows Server 2016 x64
Windows Server 2019 x64
Windows Server 2022 x64

This software requires .NET framework 4.8, SmartConnector v2.5.4 or later, and EcoStruxure Building
Operation v5.0 or later.

Appendix 1. Troubleshooting

EWS Server is not started
It may occur if this URL is already registered in HTTP.SYS. In this case, the log file (Logging section)
looks like this:
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principal
o principal>,HTTP could not re

egistration on the machine.

allback)

Fig. 51. EWS server starting issue log file.

To fix this issue, please follow the steps below:

1. Start the console with administrator permissions
2. Write the following command (Fig. 52.1):

B Administrator: Command Prompt

sindowsssystemd2netsh http show wrlacl

Fig. 52. Command

3. In the result list, find the required URL (Fig. 53, line 87)

4. Delete item (Fig. 44.1) from the list by the following command: netsh http delete urlacl
url=http://*:5358/

5. Restart OpcProcessor by the SmartConnector portal.
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. Administrator: Command Prompt I;li-

Listen: Yes
Delegate: Yes
Uszer: BUILTIM-Administrators
Listen: Mo
Delegate: Mo
User: HT AUTHORITY~SYSTEH
Listen: Yes
Delegate: Yes
SDDL: D:=<A;;GA;;:;58—1-5-80-3435701886—799518250—3771383489-3228296122
29388843145CA5;;GR:5:BAXCASsGA 5 85Y >

Rezerved URL : http: /Ar=:535%/
Uzer: BUILTIN-Uszers
Listen: Yes
Delegate: HNo
User: NI AUTHORITY“LOCAL SERVICE
Listen: Yes
Delegate: Ho
SDDL: D:=<A;:;GR;;:BUDCAZ;GH; ;L8>

Rezerved URL : https:-/s#:53608-,
User: BUILTINsUsers
Listen: Yes
Delegate: Ho
User: HT AUTHORITY-LOCAL SERUVICE
Listen: Yes
Delegate: Ho
SDDL: D:=CA:;GR:;:BUDCA;;GR;;:LED

Rezerved URL D http: 7127.0.8.1:47873help~-
User: “Everyone
Listen: Yes
Delegate:= Ho
SDDL: D:=<A;;GR;; ;WD

sMindowsssysten32 >

Fig. 53. HTTP.SYS content

Contacts

For any questions, please mail to
Discord support server: https://discord.gg/4hcsGGBBNE
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